
UDC 004.056 

V.A. Lakhno (professor, National University of Life and  
Environmental Sciences of Ukraine, Ukraine) 

B.S. Akhmetov (director of the Center for advanced studies and distance education, 
Kazakh National Pedagogical University named after Abay, Kazakhstan) 

L.M. Kydyralina (doctoral, Kazakh National Pedagogical University 
named after Abay, Kazakhstan) 

Decision support on mutual investment in cybersecurity of the information and 
educational environment of the university 

There was considered the problematic of search for rational variants of mutual 
investment control strategies in the systems of cyber security of large educational 
institutions, for example, universities of Kazakhstan and Ukraine. Was announced the 
model intended as an information and algorithmic component for the decision 
support system designed by us in the tasks of analyzing and optimizing mutual 
investment strategies in the information and educational environment of educational 
institutions and their cybersecurity systems. Our solution, unlike the works of other 
authors in this segment of scientific research, differs in the ability to determine 
specific parameters and recommendations in the process of mutual investment. The 
model and the software product create prerequisites for optimizing management 
decisions in the investment process to the information and educational platforms and 
to the cybersecurity of educational institutions. 

The modern information and educational environment based on innovative 
globalized educational programs is often realized by integrating educational 
institutions with leading research and production enterprises or with foreign 
educational institutions (EI). International investment projects in the field of 
education and, in particular, in digital information and educational platforms, have 
become a common practice of international cooperation [1, 2]. Such investment 
projects, in our opinion, must necessarily assume a deep analysis of financial 
strategies for ensuring the cybersecurity of the EI and their joint information and 
educational environment. As many experts on information protection (IP) note the 
cybersecurity systems (CSS) of EI, in particular, large international, state and private 
universities, should not only ensure the security of information arrays and data, 
including confidential ones, but also guarantee the impossibility of external 
unauthorized invasion to the information and educational environment (IEE) of 
these EI [2, 3]. The constant growth of the cybercrime in the world only increases 
the need to enlarge financial investments in the CSS [4-6], in particular for the EI. 

We should note that to the protected information that is stored and circulated 
in the EI there can be attributed [2, 4, 7]: personal data of students, teachers, 
employees; digitized information representing the intellectual property of the 
educational institution; information arrays that provide the learning process (for 
example, multimedia content, databases, training programs, innovative software); 
etc. This information can act as an object of theft or distortion from external 
(internal) computer intruders (CI) or from hooligan motives, from students or 
employees. 
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In many EI (in particular schools, colleges, universities, student campuses, 
etc.) there is preserved the traditional approach for solving the problems of financing 
the means and systems of information protection (IP) and cybersecurity (CS) [1, 2]. 
Most of the financing strategies in the CSS involve only allocating funds for 
antivirus programs and relatively simple network protection tools [2, 3]. This is a 
very simple financial strategy for cyber protection of EI. Even experienced 
administrators of information and cybersecurity services are not always ready for the 
worst case scenario for cyberattacks against computer systems and EI networks [2, 
3]. The information protection side needs to shift its focus to changing the traditional 
approaches of CSS financing. For example, changing the financial component of CS 
investment strategies to a policy that involves the detection and blocking of potential 
hacking of computer systems and EI networks [4]. 

The procedure of innovative projects investment, in particular in the area of 
the digital education technologies development with the emphasis on the formation 
of the information and educational environment (IEE) of EI, is often characterized 
by a high degree of uncertainty and riskiness in the tasks of ensuring the EI 
cybersecurity. The landscape of cyberthreats, that has changed in recent years [5, 6], 
had a fundamental influence on the attitude to the CS problems of many EI [1, 2]. 
First of all, it was due to the significant potential vulnerabilities and cyberthreats for 
IEE of EI, to the occurrence of new classes of cyberattacks, to the widespread use of 
wireless data transmission technologies, etc. In conditions of rapid implementation 
of digital technologies in education, not all investors, for example, creating private 
and, including large international universities in Jordan, Ukraine, Kazakhstan, paid 
due attention to the problem of IEE cybersecurity (CS) of EI [1, 2, 5]. We also note 
that not many publications in this area contain descriptions of models related to the 
finding of different strategies for the mutual financial investment of the EI in the 
CSS [3, 4]. 

In order to improve the effectiveness of evaluating various investment 
projects in CSS of EI, and subsequent decision-making related to investing, it is 
necessary to use modern information technologies [5], for example, technologies 
that are based on the application of decision support systems (DSS) [6, 7]. 

The filling of the informational-algorithmic component of the DSS can be 
realized by the implementation of blocks that contain algorithms for economic and 
mathematical models for investing in the in CSS of EI. 

In connection with the foregoing, it is urgent to develop new economic and 
mathematical models for DSS that will adequately describe the actual processes of 
CSS financing. This will make it possible rationally to choose the financing 
strategies for the CSS of EI. 

A large number of publications have been devoted to the researches of the 
effective strategies for financial investment in CSS, in particular for EI, [4-7]. The 
development of computer systems and information technologies gave a rise to a 
separate concept of work on CSS investment optimization. This concept of research 
is based on the extensive use of expert systems (ES) [7-9] and DSS [10-12] in the 
tasks of determining rational investment strategies in the field of CS. We have 
studied quite a lot of works in this area and have come to the conclusion that most of 
these publications do not contain concrete decisions on the choice of rational 

3.1.5



strategies for mutual financial investment in CSS of EI. Also, as follows from the 
conclusions of [8, 9, [11, 12], the use of ES and DSS in order to automate 
procedures for selecting rational investment control strategies in CSS is not always 
accompanied by clear recommendations. 

These circumstances caused the problem associated with the need to develop 
new models for DSS in the tasks of determining rational strategies for mutual 
financial investment in CSS of EI. 

On the basis of the previous experience and approaches, described by the 
authors in earlier publications on this subject [8, 9, 11, 12], and also works close to 
the methodology of research by the external authors [1, 4, 6, 7, 13-18], we can prove 
that a fairly effective approach for solving this class of problems is the use of 
methods of the differential quality games theory with several terminal surfaces [11, 
19]. 

Therefore, the analysis of publications on this topic confirmed the 
relevance of the problem of further development of models for DSS in the tasks 
of continuous mutual investment in CSS of EI. The last one is especially 
important for cases when it is necessary to develop clear recommendations for 
investors. But there is no need to apply complex mathematical calculations, 
because most of the calculations are performed by computer programs. 

In our researches [11, 20] there are described the models for searching 
rational variants of investment control strategies in cybersecurity systems 
(CSS) of educational institutions and relevant information and educational 
platforms. The model is an information component for the developed decision 
support system in the tasks of analyzing various investment strategies in CSS of 
educational institutions, primarily, of large international universities that seek 
to provide reliable cyberprotection for their information and educational 
platforms and their content. 
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