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The airport, as an object of protection, can be represented as a set of 
different zones. Each zone has individual rules and regulations for employee and 
visitor actions within the zone, as well as for crossings between zones. The territory 
of the airport is divided into an area of transport security, through which passage 
through the checkpoints in accordance with the established procedure and the area 
of free access, access to which individuals, the sweeping of tangible objects is not 
limited. The aviation security zone in turn is subdivided into the transport and 
technology sector. Similarly, in the area of aviation security there are sectors of 
border and customs control. 

The model of the object protection (airport) is presented on the fig. 1.2 

  
 

To date, the concept of "aviation security" can be considered in two keys: 
the state of aviation security against unlawful interference with aviation 
activities, or as a set of measures, as well as human and material resources 
intended to protect civil aviation against acts of unlawful interference (AUI). The 
AUI from a security perspective is fixed, analyzed, investigated, on the basis of 
which measures are being taken to prevent the causes / factors of adverse events 
in the future. 
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The fig. 1.3 shows the dynamics of the AUI at airports all around the world for 18 
years.

 
 

Given that events in this area are rather rare, statistical studies do not 
have the desired effect. On the other hand, the time factor in the implementation 
of organizational management is relative, is practically not evaluated and not 
associated with procedures for identifying and eliminating hazards, that is, the 
provision of aviation security of the airport on the basis of organizational 
management cannot be considered in terms of optimal management. There is a 
complex task for assessing the level of aviation security of civil aviation objects. 
Moreover, if you set the task of managing security on the basis of this 
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assessment, then it should have a quantitative equivalent, that is, the level of 
aviation security of the object should be expressed in number. Immediately there 
is a problem of the existence of the physical meaning of the magnitude, which 
reflects the level of safety and units of its measurement, not to mention the 
measurement methods. 

The complex of measures for ensuring aviation security should be borne 
in mind in the program of provision of aviation safety of the airport (its features 
of the conditions of the base, aircraft and geography of flights, the volume of 
passenger and freight transportation and other factors) and constantly updated. 
And, without the competent, operational interaction between the airport's security 
forces, it is virtually impossible to implement this complex of measures. 

The peculiarities of the global threat from terrorist groups prove that 
formal control measures and the use of IT review technologies are relevant, but 
do not fully address the issue of prevention of AUI. Therefore, the promising 
direction of the work of the services in the field of aviation security is profiling. 

Profiling is a concept that means a set of psychological methods and 
techniques for evaluating and predicting human behavior based on the analysis of 
the most informative private attributes, appearance characteristics, non-verbal 
and verbal behavior. 

The main task facing a specialist profiler at airports and in transport is to 
identify the main indicators of suspicion from the airport visitors. 

The indicators of suspicion may include such channels of reading 
information about a person, such as: facial expressions, gestures, appearance of a 
person, psycholinguistics and speech of a person. It is important to note that all of 
these indicators are important together and the specialist should be able to trace 
immediately all behavioral criteria and a number of applied socio-psychological 
techniques, whose purpose is to assess the reliability of information on non-
verbal human behavior, that is, non-instrumental detection of lies. 

The methodological principles of profiling are research П. Екмана, В. 
Фрізена, К. Шерера [6], М. Цукерман, Б. ДеПауло [7], В. А. Лабунської [8], 
О. Фрай [9] and other.  

Peculiarities of the behavior of a criminal person were obtained as a 
result of research conducted on already convicted offenders. Thus, it was possible 
to identify the main leading psycho types of personality, which usually commit 
crimes and assess the statistics of the presence of such people, the severity of the 
crimes themselves. 

The practice of applying various methods and techniques of profiling on 
objects of transport infrastructure shows that most of the two most commonly 
used varieties of profiling - operational and criminal are often used precisely 
operational profiling. It is realized in a rather short period of time (which is not 
surprising in the conditions of constant passenger traffic) and, as a rule, reduces 
to assigning one or another passenger to a certain type (profile): a potentially safe 
passenger (or a passenger with "positive" features); Potentially dangerous 
passenger (or passenger with "negative" signs). 

12.25



The 

cond
prof
airp

psyc
thes
the p

of p
mea
prev
psyc

Stat
the U
appr
for 
370 
peop
in 2
and 

profiling stages i

Thus, the compe
ducting a polling inte
filing technology, min
orts. 

It is important
chological testing pre
se techniques contribu
planned AUI. 

But, if it turned o
people, it is importan
asures to disarm him 
vention of a terror
chological profile of t

By 2012, more th
tes that were sent to 
United States. From 2
roximately 1.3 billion
2011-2012, profiling
detentions) at 49 r

ple (14%) (2,214 in 2
2012) were arrested, w

of these 0.6% of the 

 

 

Operati
psychod

nostic

Recognizin
g lies and 
reading 

emotions

n

m

in airport security

etent use of the obse
erview allows police 
nimizing the possibili

t to emphasize th
ecisely in the framew
ute to the initial discov

out that the terrorist w
nt to have time to d
and prevent the trag

rist attack is the u
the offender's persona
han 3,000 BDO profe
176 largest airports f
2011 to 2012, passen
n people (2012 - 657 
g (BDO) conducted a
research airports. Of
2012) were transferred
which is only 0.6% of
ratio to the preparatio

Profiling

Hypnotech
nology

Social 
Engineerin

g

ive 
diag
cs

Hard 
negotiation

s, work 
with 

manipulati
ons

y are shown on 

ervation skill and the
officers to implemen

ity of the implementa

he importance of 
work of preventive m
very of the characteri

was still in the place of
detect such a crimina
gedy. Preparation for 
unconditional prepar
ality. 
essionals were trained
from 450 airports und
nger traffic at these 17

million people). Base
about 61,000 detentio
f these detained pass
d to police, of which 
f the initial the numbe
on of terrorist acts wer

Recruitme
nt

Grapholog
y

Face 
reading

System 
Thinking

the fig. 1.4

 
 algorithm for 

nt in practice a 
ation of AUI at 

profiling and 
measures, since 

stic features of 

f a large crowd 
al and take all 
the successful 
ration of the 

d in the United 
der the TSA in 
76 airports was 
ed on statistics 
ons (2012 - 37 
sengers, 8,700 
365 (4%) (199 
er of detainees 
re 0.48%. 

12.26



Conclusion 
In the public sector, the systems of aviation security are characterized by a 

high level of safety and are characterized by a wide range of integral systems, with a 
large amount of safety-related safety features. 

Security experts believe that the introduction of constantly improved 
technologies is justified, and the technical means of security and illumination must 
continue to change. 

Having taken a methodological approach to the problem and verified in 
practice the technological methods of working with passengers and visitors and 
combined with the experience of security services and law enforcement agencies, it 
is possible to work out an effective approach to the problem of prevention of AUI, 
which in the future will lead it to a higher level and determination a place as one of 
the leading technologies in the field of protection against AUI. 

The general introduction of profiling is hampered by the lack of a clear legal 
framework, the mentality of the overwhelming majority of citizens, as well as the 
lack of specialists trained in the basics of this subject. Gradual solution of these 
problems will allow to gradually make profiling one of the leading technologies in 
the field of protection against AUI. 

Particular attention is paid to preventing terrorist activity in transport. In the 
meantime, profiling is actively working in full at airports, but, of course, profiling 
techniques need to be introduced in all modes of transport to the extent that this is 
possible taking into account the development of this direction. Ideally, it's important 
to prevent the very possibility of committing terrorist attacks in the process of terror 
preparation. 
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