M1JIKOHTPOJIBHOTO Cy0’€KTa 1 BIJIrpae BaXJIUBY POJib Y 3MIIIHEHHI 3aKOHHOCTI,
CIIy’K0OBO1 JUCUHWILUIIHMA, MIABUIIEHHI PIiBHSA OPraHi30BaHOCTI W MOPAIKY, a
TaKo Oe3MeKku B cepi UBLILHOT aBialli.
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PERSONAL DATA PROTECTION PRINCIPLES IN THE CONTEXT
OF EUROPEAN AND NATIONAL LEGITIMIZATION

European Convention on Human Rights is one of the main documents
establishing privacy protection (namely article 8). This right is further
interpreted by the case-law of the European Court of Human Rights and
complemented and reinforced by the Council of Europe Convention for the
Protection of Individuals with regard to Automatic Processing of Personal Data
(hereinafter referred to as Convention 108). It establishes principles and rules
that should be respected by public authorities and private companies which are
engaged in the processing of personal data. According to Convention 108,
personal data must be obtained and processed fairly and lawfully, and stored for
specified and legitimate purposes. It must be adequate, relevant and not
excessive in relation to the purposes for which they are stored, accurate and,
where necessary, kept up to date, preserved in a way which permits
identification of the person whose personal data are processed and for no longer
than is required for the purpose for which those data are stored [1].

General Data Protection Regulation (GDPR), one of the toughest privacy
and security laws in the world, was passed by the EU in 2018 to give its citizens
more control over their personal data. GDPR addresses the transfer of personal
data outside the EU and EEA areas in order to simplify the regulatory
environment for international business by unifying the regulation within
the EU [2].

The General Data Protection Regulation states a number of fundamental
principles in its article 5 that can be said to be the core of the regulation [3].

1. Lawfulness, fairness and transparency. Personal data must be processed
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lawfully, fairly and in a transparent manner in relation to the data subject (a);

2. Purpose limitation. Data must be collected for specified, explicit and
legitimate purposes and not further processed in a manner that is incompatible
with those purposes; further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes shall,
not be considered to be incompatible with the initial purposes (b);

3. Data minimization. There must be adequate, relevant and limited
approach to what is necessary in relation to the purposes for which data is
processed(c);

4. Accuracy. Processing of personal data must be accurate and, where
necessary, kept up to date; every reasonable step must be taken to ensure that
personal data that are inaccurate, having regard to the purposes for which they
are processed, are erased or rectified without delay (d);

5. Storage limitation. Data must be kept in a form which permits
identification of data subjects for no longer than is necessary for the purposes
for which the personal data are processed; personal data may be stored for
longer periods insofar as the personal data will be processed solely for
archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes subject to implementation of the appropriate
technical and organizational measures in order to safeguard the rights and
freedoms of the data subject (e);

6. Integrity and confidentiality. Data must be processed in a manner that
ensures appropriate security of the personal data, including protection against
unauthorized or unlawful processing and against accidental loss, destruction or
damage, using appropriate technical or organizational measures (f).

GDPR also defines the seventh principle which is called ‘accountability’.
The controller shall be responsible for, and be able to demonstrate compliance
with, all the principles (2) [4].

As for particularly Ukrainian legislation, if does not contain provisions that
would directly distinguish and broadly interpret the principles of personal data
processing. According to Ukrainian law, the processing of personal data must
be carried out for specific and lawful purposes, determined with the consent of
the personal data subject, or in cases provided by the laws of Ukraine, in the
manner prescribed by law [5].

As we can see, by implementing international agreements on personal data,
the legislator used a pragmatic approach to the wording of the law and in fact
combined the principles and grounds for processing personal data in the
requirements for personal data processing [5].

However, these principles are the fundamental principles of legal regulation
in the field of personal data, and their proper understanding is a necessary
condition for the implementation of high-quality and effective national legal
mechanisms of personal data protection.

Therefore, in Ukraine to clarify the in-depth content of the principles of
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personal data processing, it is necessary to refer to the primary sources of legal
regulation in this area, that is European legal standards for personal data
protection - relevant legal acts of the Council of Europe, the European Union
and European court.
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OBOB’A3KHU CYB’EKTIB BJIA/ITHUX TIOBHOBAKEHDb
AK ITIO3UBAYIB B A/IMIHICTPATUBHOMY IPOLECI

KoHctutyniiHa rapaHTis CyJOBOTO 3aXHUCTy 3aKOHHUX TIpaB 1 CBOOOA
moauad ¥ rpoMansauHa (cT.cT. 8, 55 Konctutymii VYkpainu) otpumana
MOJANIBIINNA PO3BUTOK y HOpMax 3akoHy Ykpainu «IIpo cymoyctpiil 1 craryc
cynaiB» ta Kojekcy aaMiHICTpaTUBHOTO cyAouMHCTBa Ykpainu (mam - KAC
VYkpaiun) [1].

VY cr. 2 KACY 3akpirmieHo, mo 3aBIaHHSAM aJAMIHCYJOYMHCTBA € 3aXHCT
mpaB, cBOOOJ Ta iHTEepeciB (QI3UYHUX 1 IOPUAUIHUX OCI0 y cdepl myOmigHo-
MPaBOBUX BITHOCHH BiJl MOPYIIEHb 3 OOKY OpTaHiB JAep>KaBHOI BJIaJid, OPTaHiB
MICLIEBOTO CaMOBPSIIyBaHHSI, iXHIX IIOCAJIOBUX 1 CIIy>)KOOBUX OCi0, IHIIHUX
cy0’€KTIB Mpu 3A1MCHEHHI HUMHU BJIAJIHUX YIPABIIHCHKUX (DYHKI[IH Ha OCHOBI
3aKOHOJABCTBA, Y TOMY YMCIIi HA BUKOHAHHS JEJErOBaHUX MOBHOBAXKEHB. Alle
3akpitieHe B KACY moHSTTS «Cy0’€KT BJIAJIHUX MOBHOBAXEHB)» CHOTOJIHI HE
Ma€ HAJIEKHOTO W BHUUEPIHOTO OOIPYHTYBaHHS B aJMIHICTPAaTHBHO-TIPABOBIH
Haylll, TOMY CYTHICTh LIbOTO TMOHATTS M XapaKTEpHI O3HAKU TAaKUX CyO’ €KTIB
MoTpeOyIOTh JeTamizali [2].

3riIHO BUIIEBKA3aHOTO MOXHa JIATH BUCHOBKY, IO CYO’€KT BIAIHUX
NOBHOBaXXEHb - II€ OpraH JEep>KaBHOi  BJIaJud, OpraH  MiICLIEBOTO
CaMOBpSITyBaHHS, I10CaJloBa YM CIIy»)KO0oBa o0co0a, IHIIMH CyO’€KT mpH
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