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TO THE QUESTION OF USING THE GENERAL
DATA PROTECTION REGULATION

The development of the internet, various social networks changed the
human civilization crucially. Although, apart from all of the possible
advantages this brought some difficulties to life. One of the important questions
is if the personal data processed is used lawfully. The General Data Protection
Regulation (GDPR) (accepted European Parliament in 25.05.2018) is the main
document in charge of that sphere. Personal data is the information that leads
to an identified or identifiable individual. This could be as name or number or
could include an IP address or a cookie identifier, etc. If it is possible to identify
person directly from the information being processed, then it might be personal
data. If the information does not include the named above, it is still to be
consider ed whether it might breach the privacy of the person. Such breach
might arise if the overall piece of information together is likely to be used by
any person to identify the individual. Therefore, the data is in violation in case
it "relates to’ the individual.

Wide range of factors are to be checked by the submitter or user of the data.
The content of the information, the purpose of processing and the possible
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impact or effect of it on the individual. It has to be noted though that the same
information is personal data for one controller’s purposes however not the one
for the purposes of another.

Information which has had identifiers removed or replaced in order to
pseudonymise the data is still is considered as personal data under GDPR.
Information which is absolutely anonymous is not subject of the regulation
under the GDPR. In case if information in question seems to relate to a
particular individual is inaccurate (if it is factually incorrect), it still falls under
the scope of the regulation, as it traces to the individual.

The practical issues arise for the entities using the personal data. For that
purposes, upon our opinion, few of the criteria of determination have to be
fulfilled. Firstly, the lawfulness of the usage. The entities must identify valid
grounds under the GDPR (known as a ’lawful basis’) for collecting and using
personal data. On the 28 September 2018, Facebook notified the Irish Data
Protection Commissioner (DPC) about a massive data breach affecting more
than 50 million of its users. The hack of the “view as” feature, which allowed
users to see their profile from the perspective of an external visitor or friend,
exploited an interaction of several bugs on Facebook and allowed the intruders
to acquire so called “access tokens”. With these tokens, the attackers had access
to personal data from the affected accounts, potentially including personal
messages. Article 34 of the GDPR further requires that individuals whose
personal data might have been compromised during the breach are notified
without undue delay of the incident and the counter-measures that have been
taken so far. Facebook implemented this by displaying a message in the feed of
the affected accounts. The information provided included an initial overview on
the “view as” weakness, as well as the statements that the function has been
turned off and that accounts who had used it in since July 2017 had their access
tokens removed, requiring a new login [1].

Also, it should be checked if the usage of the data by the entity isn’t in
breach of other laws. Secondly, the information has to be fair. The data
processing shouldn’t be performed in unduly detrimental way, unexpected one
or misleading to the individuals concerned. Thirdly, the information has to be
transparent. Meaning, the entity must be clear, open and honest with public
from the start about how their personal data is going to be used. Summarizing,
we have three criterions: lawfulness, fairness, transparency upon we using
statements of GDPR.

To conclude, the GDPR contains the Article 5 (1) characterizing personal
data as lawfully, fairly and in a transparent manner in relation to the data
subject. It’s not enough to show processing is lawful if it is fundamentally
unfair to or hidden from the individuals concerned. It is important to understand
and correct implement provisions of GDPR because there are unfavorable
consequences which could follow upon the breach.
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MUTHI ®OPMAJIBHOCTI B KOHTEKCTI BUMOI' COT

MutHi  (opManbHOCTI ICTOPUYHO MOXOMASTH BiJi 3BUYAEBOI HOPMHU,
BIJIIOBIJIHO JO SIKOI BJIACHUK TOBapy MaB CIJIATUTH MUTO BJIACHUKY TE€PUTOPIi
3a mpaBO Ha I TepuTopii TopryBaTu. Bcl mpouenypu, siki OpH LOMY
POXOJMJIA TOBAPH 1 iX BJIACHUKHU 1 SBJISLIIM COOOI0 «MUTHI (POPMAJILHOCTI» B 1X
nepBicHUX ¢opmax. Cy0’eKTaMu BJIACHOCTI TEPUTOPIi MOIVIM OyTH: TLIEM s,
caMOBpsilHA Micbka rpomaja, (eoga, MOHapX, 3pEIITOI0, HAPOA 3puIoi
HaIllOHAIBHOI JIepKaBU. 3 1HIIONO OOKY, TOJOBHOK PYIIIHHOI CHJIOIO
MDKHAPOJIHOI TOPTIBII  TUCSYOJITTSIMH € TPUBATHOIPABOBI  BIJHOCHHHU,
OCKUIBKMA JIMIIIE IHTEpEC TIJANPUEMIlL 3a0e3Meuye «CHEPreTUKY» BCI€i
OaraTopiBHEBOI CHCTEMU €KOHOMIYHHUX BIJIHOCHH. [lepkaBa uepe3 CBOI MUTHI
OpraHu Juile «Oepe CBOE» y MIANPUEMIISI 3a BHOPSAKYBAHHS 1 3aXUCT HOTO
TOPTIBJII.

CyuvacH1 nep:kaBd BCl BIIaJHI 3aXOJu 3 3a0€3MEUYEHHSI CBOIX IHTEPECIB Y
MDKHApPOJIHIM TOPTiBJ BTUIIOIOTH Yy CBOIM MUTHIN MOJITHIN, sIKa BH3HA4Ya€
IHCTUTYIIIiHE Ta HOPMAaTUBHE PErYyJIOBaHHS BIJIHOCUHH, 3 OJHOTO OOKY, MIXK
JIEP’KaBOIO 1 BJACHUKOM TOBapy, L0 MEPETUHAE MUTHHUI KOPJIOH ACpPXKaBH, 3
IHIIOTO — MK IHIIMMU JepKaBaMH, 3 SIKUMH Ha OCHOBI MIXKHApOJIHUX
MOJIITHK.

3 iHmoro OOKy Jep)kaBa, JiOUM SK TOCEPEJIHUK MIXK BIIACHUKOM 1
MOKYMIIEM TOBapy, 4dYepe3 MHUTHI (HOPMaIbHOCTI MOXKE CTBOPIOBATH
HEBUIPABJAHO CKJIAJHI YMOBM JJIsi TOPTIBJIl, MOTUBYIOUM II€ HEOOXIJHICTIO
HAIlOBHIOBAaTU OIOJDKET, MOJITUKOI MPOTEKIIOHI3MY, HEBUIpPAaBIAaHUMU YU
HAJIMIPDHO BHCOKHMMH BHMOTaMHU CaHITApHOrO 1 (DITOCAHITAPHOTO KOHTPOJIO
Toiio. Bxke B I'enepanbHiit yroai 3 Toprosux Tapudis Big 30 sxoBTHS 1947 poky
(mam ['ATT-47) taki aii po3risuanucs sSK CTBOpPEHHs Oap’e€piB y TOPTIBII.
Henpo3opi yMOBM NpOXO/KEHHS MHUTHUX (HOPMaJbHOCTEH, CAHKIIIOHOBaHI
JIEP’KaBOIO, B CBOIO UEPry, CIPHUAIOTH HEMPABOMIPHUM JisIM MHTHHKIB, SIKi
mparHyTh 30araTUTUCA 3a PaxXyHOK CTBOPEHHS YCKJATHEHb ISl BJIACHUKIB
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