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Formation of linguistic standards for of intrusion detection systems 

Method is developed that focuses on the tasks of identifying cyberattacks on computer 
systems, which is based on mathematical models and methods of fuzzy logic and is 
implemented through six basic stages. The method allows to improve the process of 
formalization of linguistic standards receive options to improve the efficiency of 
construction of the corresponding intrusion detection systems. 

Due to the development of digital business and the Internet, malicious 
software and other cyber threats are becoming more prevalent and pervasive. In this 
regard, the necessary means to detect cyberattacks on various resources of 
information systems. For this purpose, special means of combating that is able to 
remain effective when new types of threats, characterized by unknown or vaguely 
defined criteria. Apply required methods and models of information security based 
on fuzzy sets for building detection of anomalies generated by the corresponding 
offensive environment [1], is the basis for successful response to cyberattacks. 
Important in detecting anomalies, generated by cyberattacks, is the formation of 
fuzzy standards [1]. On this basis, the development of methods that improve the 
process of formalization of receiving linguistic standards of the parameters for the 
intrusion detection systems, there is actual scientific task. 

A number of famous, quite effective developments used to solve these 
problems, detect cyberattacks, such as: the tuple model to form the basic component 
for the detection of cyberattacks [1], fuzzy approaches to intrusion detection and 
detecting anomalies, as well as other developments that are used for solving 
problems in fuzzy environment [2].  

For effective application of known models [1], [3] the formal 
implementation of the process of formation of fuzzy (linguistic) standards that will 
allow in a given linguistic variable identifies the search term [4]. On this term by 
using the corresponding sets of rules to determine the level of abnormal condition 
created by the impact of the corresponding class of cyberattacks. Based on the 
analysis of existing research and the relevance of the task the aim of this work is to 
develop an improved (generalized) method of formation of linguistic standards 
(MFLS) for intrusion detection systems, operating in formalized fuzzy environment. 

For construction of a subset of linguistic standards е
ijТ  (see (13) in [1]), 

displaying the characteristic judgement of the expert concerning the anomalous state 
of the parameter ijP  we will develop an appropriate method that allows to formalize 
the process of obtaining standards of the parameters for the specified groups of 
linguistic variables for a specific environment. Improved MFLS is focused on 
solving the tasks of identifying cyberattacks on computer systems is a further 
development of the method of linguistic terms using statistical data [2] and is based 
on six stages. 
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Stage 1 – formation of subsets of identifiers linguistic assessments. The 
creation of the subset iLE  is based on the set of all possible identifiers (ID) of 
linguistic evaluations (judgments) expert LE  submitted as 

LE =
c

l
l 1

{ LE }
=
∪ = 1{ LE , …, cLE } , ( l 1,c )= , (1) 

and that display used expert judgment to characterize the parameters iP  [1], [3] 
when observed in a m -dimensional parametric heterogeneous environment [1], and 
the c  – number of such ID. Next, we form the subset ID of expert judgments 

∪
n

i
i 1

{ LE }
=

= 1{LE , …, nLE } , (2) 

where iLE ⊆ LE , ( i 1,n )=  defined as: iLE = ∪
im

ij
j 1

{ LE }
=

= i1{LE ,…,
iimLE } , (3) 

in this case ijLE  i( j 1,m )=  ID is a subset of the expert's judgments regarding the 

values of the parameters ijP  (see (8) в [1]) in m -dimensional parametric 
heterogeneous environment. Taking into consideration (3) we will write formula (2) 
in the following form: 

∪
n

i
i 1

{ LE }
=

= ∪ ∪
imn

ij
i 1 j 1

{ { LE }}
= =

= 11{{LE , …, 
11mLE } , …, n1{LE , …, 

nnmLE }} . (4) 

Thus, taking into account ijLE ⊆ iLE , about j -th parameter the expert 

can apply a set from jr  statements (linguistic estimates), displayed by a subset 

ijLE =
j

j

r

ijk ij1 ijr
k 1

{ LE } { LE ,...,LE }
=

=∪ , (5), where ijkLE  j( k 1,r )=  – k -th identifier 

of a linguistic assessment of the expert concerning a state j -the parameter when i -
th cyberattacks in a certain environment, but jr  – number of identifiers in ijLE . 

Further, the expression (4) with (5) takes the following form: 

∪
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i
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{ LE }
=

= ∪ ∪
imn

ij
i 1 j 1

{ { LE }}
= =

=
ji rmn

ijk
i 1 j 1 k 1

{ { { LE }}}
= = =
∪ ∪ ∪ = 111{{{ LE , …, 

111rLE } , …, 

11m 1{ LE , …, 
1 m11m rLE }} , …, n11{{ LE , …, 

1n1rLE } , …, 
nnm 1{LE , …, 

n mnnm rLE }}} . (6) 

It should be noted that the expert Express his opinions on the state of the 
observed actual values of various parameters in a particular environment, but it can 
use the same statements from the set of LE , displayed appropriate language 
identifiers.  

Stage 2 – formation of the basic matrix of frequencies. To obtain such 
matrix is filled in with the set of identifiers of the intervals N  and a subset of these 

identifiers iN , which are displayed as   ∪
n

i
i 1

{ N }
=

= 1{N , …, nN } , (7) 
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where iN N⊆ , ( i 1,n )=  we will define as iN = ∪
im

ij
j 1

{ N }
=

= i1{N , …, 
iimN } , (8) 

in this case ijN  i( j 1,m )=  – the ID subset of intervals, for determining which 

linguistic expert carries out the evaluation regarding the values of the parameters ijP  
(see (8) in [1]) in m -dimensional parametric heterogeneous environment. Taking 
into account (8) we will write down formula (7) in the following form: 

∪
n

i
i 1

{ N }
=

= ∪ ∪
imn

ij
i 1 j 1

{ { N }}
= =

= 11{{N , …, 
11mN } , …, n1{N , …, 

nnmN }} . (9) 

Further, taking into account ijN ⊆ iN , about j -th parameter expert for 

forming the borders of their assessments may use the set of jr  intervals, the 

displayed subset ijN =
jr

ijk
k 1

{ N }
=
∪ = ij1{ N , …, 

jijrN } , (10), where ijkN  j( k 1,r )=  – 

identifier of k -th interval used for the formation of frequencies of occurrence of 
experts on the current state j -th parameter relative i -th cyberattacks in a certain 
environment, but jr  – the number of IDs fixed intervals on which the assessment. 

Then the expression (9) with (10) takes the following form: 

∪ ∪ ∪
imn n

i ij
i 1 i 1 j 1

{ N } { { N }}
= = =

= =
ji rmn

ijk
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{ { { N }}}
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=∪ ∪ ∪ 111{{{ N , …, 
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11m 1{ N , …, 

1 m11m rN }} , …, n11{{ N , …, 
1n1rN } , …,

nnm 1{ N , …,
n mnnm rN }}} . (11) 

Based on the elements of the subsets ijLE  and ijN  formed synthesis table of 
assessments (table 1), the content of which is based on the current fixation evidence 
(judgments, evaluations), expert, where ijsqf  j(s,q 1,r )=  – elements of empirical 
data showing the number (frequency) of the same utterances (the use of linguistic 
assessments of the subset ijLE ) expert, characterizing the state of the j -th 

parameter on the interval ID ijqN min max
ijq ijq[ N ; N ]  j(q 1,r )= , where min

ijqN  and 
max
ijqN  respectively the lower and upper bound q -th interval. 

Table 1
Generalized table of assessments ijLE

ijLE
 

ijN  

ij1N  … jijrN  

ij1LE  ij11f  … jij1rf  

… … … … 

jijrLE  
jijr 1f  … j jijr rf  

 

 
Further on the basis of generalized
evidence on the elements of the subset

ijLE  (see table 1) formed the basic 
matrix of frequencies 

ij11f … jij1rf

ij ijsqF f= =  
… … … 

jijr 1f … j jijr rf .

 
 

 
(12)
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Stage 3 – formation of the derivative matrix of frequencies. To implement 
this step, you create a vector of sums ( ijVS ) the appropriate columns of the 
frequency matrix of (12), i.e. 

ijVS = ijqvs =
jij1 ijrvs ,...,vs =

j j

j

r r

ijs1 ijsr
s 1 s 1

f ,..., f
= =

=∑ ∑
j jr r

ijsq
s 1q 1

f
==
∑∪ , j(s,q 1,r )= ,  (13)

 
where ijsqf  − are the elements of the matrix ijF . Further by the member of ijVS  

defined a maximum value according to the formula 
jr

ij ijqq 1
vsm vs

=
=∨ , (14), which is 

used to form the derivative matrix of frequencies  
' '

ij ijsq ij ijq ijsqF f ( vsm /vs ) f= = <=> '
ij ij ijq ijF ( vsm /vs )F= =  

'
ij11f … j

'
ij1rf   

 
… … …  

j

'
ijr 1f … j j

'
ijr rf  . (15)

Stage 4 – formation of fuzzy terms. The construction of subsets of the fuzzy 
terms iT  is based on the set of all possible terms T , showing the specific status of 

the corresponding parameters from iP  in im -dimensional parametrical sub-

environment [1], i.e. ∪
n

i
i 1

{ T }
=

= 1{T , …, nT } , (16), where iT ⊆ T , ( i 1,n )= , and 

iT = ∪
im

ij
j 1

{ T }
=

= i1{Т , …, 
iimТ } , (17) thus ijТ  i( j 1,m )=  is a fuzzy subset of terms 

relative to the values of the parameters is a fuzzy subset of terms relative to the 
values of the parameters ijP  (see (8) in [1]). Taking into account (17) formula (16) 
we will write in the following form: 

∪
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i
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{ T }
=
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imn

ij
i 1 j 1

{ { T }}
= =

= 11{{T , …, 
11mT } , …, n1{T , …, 

nnmT }} , i( j 1,m )= . (18) 

Thus, taking into account ijT ⊆ iT  and (18), a subset of the fuzzy terms 

defined as: ijT =
jr

ij s
s 1

{ T }~=
∪ = ij1{Т~ , …, 

jijrТ }~ , (19), where ijsТ~  j( s 1,r )=  – are 

fuzzy terms, and jr  – the number of members in ijT . 

Further, the expression (18) with (19) takes the following form: 
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ijs
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n mnnm rT }}}~ . (20) 
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Next, it needs to generate the values displayed in the component ijsТ~ , what 

for the following transformations are used. On '
ijF  matrix elements according to 

expression (21) the vector of maxima is under construction ij ijqFM fm= =  

jij1 ijrfm ,..., fm =
j j

j

r r

' '
ijs1 ijsrs 1 s 1

f ,..., f
= =

=∨ ∨ jj
rr

'
ijsqs 1

q 1

f
=

=

∨∪ , j(s,q 1,r )= . (21) 

Based on ijFM  we generate the matrix of membership functions  

ij ijsqM μ= =  

 ij11μ  … jij1rμ  

 
… … … 

jijr 1μ … j jijr rμ , (22)
 

each element of which is given by the
expression '

ijsq ijsq ijsf /fmμ =  j(s,q 1,r )= . 
Using (22), we define the fuzzy sets of terms
(numbers) ijsТ~  on the basis of the 
expression 

ijsТ~ =
jr

ijsq ijsq
q 1

{ / x }μ
=

=∪ ijs1 ijs1{ / x ,...,μ
j jijsr ijsr/ x }μ , j(q 1,r )= , (23) 

where 
j

max max
ijsq ijq ijrx N /N=  j(q 1,r )= . 

Note that the fuzzy number (FN) ijsТ~  j(s 1,r )=  accordingly interpreting 

linguistic utterances of experts ijkLE  j( k 1,r )= , the display elements of the subset 

ijLE ⊆ LE  (see (6)). 
Stage 5 – formation of reference FN. To implement this step we use the 

fuzzy subset (linguistic) reference standards е
ijТ  (see (13) in [1]), each of which 

displays a characteristic judgment of the expert (see step 1) regarding the anomalous 
state of the parameter ijP . Formation of fuzzy standards is based on the conversion 

of the corresponding FN (23) of the subset ijT ⊆ T  and is implemented through 

three steps. Step 1. The transformation of the fuzzy terms (23) so that for all ijsТ~  it 

was fair for the order relation, i.e. ijsqx :∀ ijsq ijsq 1x x +<  j( q 1,r 1)= − . And also 
taking into account step 2 and step 3 described in [2]. 

Stage 6 – visualization of linguistic standards. Implementation of this phase 

is based on building a geometric image of all reference FN е
ijsТ~ =

j sr
e e
ijsq ijsq

q 1

{ / x }μ
=

=∪  
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e e e e
ijs1 ijs1 ijs2 ijs2{ / x , / x , ...,μ μ  

js js

e e
ijsr 1 ijsr 1/ x ,μ − −

js js

e e
ijsr ijsr/ x }μ , (24), j s( q 1,r )=  belonging 

to the subset e
ijT  (see (13) in [1]). The 

locus of points in the plane is defined by a
polyline connecting the points representing 
the components of FN е

ijsТ~  in ascending 

order of their supports (media) e
ijsqx . 

Visualization of one standard reference 
term (24) is presented in the broken line
form  on figure 1. 
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Figure 1. The linguistic standard  

bass е
ijsТ~  

The proposed improved MFLS for intrusion detection systems, which 
through the use of sets of identifiers of linguistic assessments and of the identifiers 
of intervals, basic and derivative matrix frequency display of the judgments of 
experts regarding cyberattacks characterizing the current state of the settings and 
processes of formation at given intervals of frequencies of occurrence of expert 
assessments and subsets in fuzzy terms, allows to formalize the procedure of 
obtaining reference values of the parameters specified groups of linguistic variables, 
characterizing in various conditions of the anomalous specific parametric 
heterogeneous environment.  
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